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HARP SANAT YAYINEVININ
YAYIN ESASLARI

Harp Sanat Yayinevi, sanli Silahli Kuvvetlerimizde yillarca gorev yapmis olan
emekli bir subay tarafindan tilkemizdeki askeri tarih ¢aligmalarina katks saglam-
ak i¢in 2021 yilinda kurulmugtur. Bilimin ig1igin1 rehber edinen Yayinevimiz,
Atatiirk¢i bir ¢izgide, bagimsiz yayincilik faaliyetlerinde bulunmayi temel
ilke edinmigtir. Yayinevimiz, yayimlayacag: nitelikli eserlerle tilkemizde askeri
tarih alaninda hissedilen eksikligi gidermeyi amaglamakeadir.

Bilindigi tizere toplumlarin tarihi incelendiginde askerlikle ilgili
hususlarin siyasi, sosyal ve kiiltiirel alanlara dogrudan veya dolayl: etkiler-
inden s6z edildigi goriilmektedir. Bu etkilerin tespit ve degerlendirmesinin,
giiniimiize ve hatta gelecege bakan yonlerinin ortaya konulmasinin fert ve
devlet 6lcegindeki gelisime 6nemli katkilar saglayacag: tizerinde durulmak-
tadir.

Sosyal bilimlerde askeri konulara agirlik veren ¢aligmalar, Birinci Diinya
Savagi sonrasinda 6nem kazanmaya baglamigtir. Zamanla genel tarih aragtir-
malar1 i¢inde kendine 6zgii bir anlayisa dontigerek askeri tarih adi altinda to-
planan bu alandaki ¢aligmalar, Batrda XXI. yiizyilda bitytik bir hiz kazanmug-
sa da Tuirkge literatiirde ne yazik ki heniiz arzu edilen seviyeye ulagamamugtir.

Karakter ve kiltiir kodlarimizda var olan askerlige ve ona dair ¢aligma-
lara ivme kazandirilarak bu alandaki eksikligin nitelikli eserlerle giderilm-
esine ihtiya¢ duyulmakeadir. Aksi hilde bu boslugun akademik olmayan,
ideolojik birtakim amaglarla, bilgi ve belgeye dayanmayan yorumlarla ve
popiilist eserlerle doldurulmas: bagka sorunlar1 da beraberinde getirecek,
ortak tarih bilincinin olusumuna zarar verebilecektir.

Yayinevi olarak bu bilingle, imkanlarimiz nispetinde faydali ¢caligmalar or-
taya koymayi arzu ediyoruz. Bu alandaki akademisyen ve yazarlarla koordineli
caligmalar yiirtiterek akademik, tarafsiz ve givenilir kaynaklardan olugan yerli
ve yabanci nitelikli eserlerle okuru bulusturmak istiyoruz. Kuramsal kaynak-

lardan edebi eserlere kadar genis bir yelpazede yapacagimiz yayinlarla, askerligi



meslek olarak benimseyenlerin yaninda askert tarihe ilgi duyan herkese hitap
eden akademik ve edebi eserler ile bagvuru koleksiyonu olusturmaya caba sarf
edecegiz.

Tarihin tozlu raflarinda unutulmaya yiiz tutmus, sandiklarda kilitli kal-
an hatiralarin, yazma eserlerin, baskisi titkenmig kitaplarin; Yiksekogre-
tim kurumlarinda bitytik emekler verilerek hazirlandiktan sonra aul kalan
degerli caligmalarin giin yiizine ¢ikarilmasi igin atacagimiz adimlarla, bu
tirdeki yayinlarin ve disiplinler arasi migterek akademik caligmalarin art-
masinda tegvik edici bir rol iistlenmek istiyoruz.

Askerlik mesleginin ilgi sahasi i¢cinde 6nemli bir yer tutan yénetim,
liderlik, strateji ve organizasyon konulariyla yeni modellere ilham verecek
caligmalari okurla bulugturmay1 da hedefliyoruz.

Askeri geleneklerin olusturulmasi, gelistirilmesi ve stirdiirtilmesi amaciy-
la 6zellikle tarihe mal olmug komutan ve stratejistlerin diistince ve tecriibeler-
inin sonraki nesillere aktarilmasina hizmet edecek biyografi ve hauratlarinin
yaninda tenkit ve kritiklerini yayinlamay1 amagliyoruz.

Harp tarihinin konulari diginda kalan ancak yazari veya igledigi konu iti-
bariyle daha ¢ok sosyal tarihin ve edebiyatin alanina giren eserlerin yayinlan-
masinin da 6nemli bir boglugu dolduracagina inaniyoruz.

Her sathasini akademik bir titizlikle takip edecegimiz, editorlik caligma-
larina 6nem verecegimiz yayinlarimizda Tirk Dil Kurumunun Yazim
Kilavuzu'nda belirtilen esaslar ¢ercevesinde hareket edecegiz.

Faydal: olabilmek niyet ve gayretiyle...

PREFACE

The nature of conflict in the 21st century is undergoing a profound and
rapid change. As traditional military paradigms collide with burgeoning dig-
ital domains, the boundaries between war and peace, soldier and civilian, and
physical and cognitive battlefields continue to blur.

The Second War and Peace Studies Congress (WAPSCON-2025) was
held amid shifting global security dynamics and brought together military
experts, policymakers, and academics to examine the emerging lessons of
modern warfare. This congress has collected insights from 48 presentations
across 12 specialized sessions, offering a comprehensive analysis of recent
conflicts, from Ukraine to Gaza.

A central theme underscored throughout the Congress is that contempo-
rary military effectiveness can no longer be measured solely by technologi-
cal superiority or numerical mass. Instead, the modern battlefield demands
adaptability, cognitive flexibility, and organizational learning. As highlight-
ed by the participants, learning from these conflicts is not merely an academ-
ic exercise but a foundational step toward international peacebuilding. The
findings detailed in briefings and the Congress’s final report explore the con-
vergence of traditional operations with new frontiers in cyberspace, space,
and artificial intelligence. The findings address critical operational challeng-
es, including the dilemma of drone-versus-drone warfare, the necessity of
command center survivability in a transparent battlespace, and the logistical
strain of high-intensity attrition. Furthermore, they emphasize the enduring
importance of the human element—leadership, mission command, and the
ethical responsibility to protect civilian lives amidst the automation of vio-
lence.

As we navigate an era of “subthreshold competition” and algorithmic
complexity, the “technological treadmill” requires states to move beyond
static bureaucracies. This book also provides actionable policy recommenda-
tions to foster “learning ecosystems” that link academia, the defense indus-
try, and national planning. Ultimately, WAPSCON-2025 reaffirms that in
the 21st century, victory—and the subsequent maintenance of a sustainable
peace—will belong not only to those who innovate first, but to those who
learn and adapt the fastest.
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BARAT VE MANEVRA

Oturum Bagkan: Hiismen AKDENIZ-(E) Tiimgeneral, Dr.
Sunumlar

Istihbarat Caligmalarinda Karg1 Istihbarat ve Milli Istihbarat
Teskilat’'nin IKK

Faaliyetleri
Mustafa Tayfun Ustiin-Dog. Dr., Atatiirk Universitesi

Omer Ozger Yiiksek Lisans Ogrencisi, Atatiirk Universitesi
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Redefining the Earth: GPS, GLONASS, GALILEO, BeiDou, and
Fergani in Global

Navigation Systems
Mahmut Can Ozdemir-PhD Student, Yalova University

Evaluation of the Role of Artificial Intelligence in Shaping Peace in Re-
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Conflicts in West Asia
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CONGRESS CHAIRPERSON OPENING REMARKS

Dear Participants, Distinguished Guests, ladies, and gentlemen

It is my great honor and privilege to welcome you all to the International
War and Peace Studies Congress 2025—organized under the theme “21st
Century Armed Conflicts: Changing Dynamics and Emerging Lessons.”

We gather here, across borders and disciplines, not only to study the anat-
omy of war but to understand how these experiences can serve as guideposts
toward a more peaceful and secure world. The very essence of this congress
lies in transforming knowledge born of conflict into wisdom for the sake of
peace.

In an era when hybrid wars blur the boundaries between soldiers and ci-
vilians, and technology redefines not only the battlefield but also the moral
dimensions of warfare, our collective responsibility is clear: to learn, to re-
flect, and to ensure that the lessons of war become the foundations of peace.

Now, I would like to provide you with an overview of the flow of the two-

day program.

Our first day began with the Opening Session, featuring a welcome ad-
dress and an insightful Keynote Speech by General (Retd.). Ergin Saygun,
whose distinguished career and profound strategic vision will illuminate our
congress theme. His reflections on the transformations in warfare will re-
mind us that while the face of war may change, its human and ethical conse-
quences remain enduring. Following the keynote speech, you will take three
briefings on some critical dimensions of 21st-century wars, lessons learned,
and actions taken.

After opening sessions, the congress divides into two parallel webinars—
Webinar A and Webinar B—ecach exploring critical dimensions of 21st-cen-
tury warfare.

In Webinar A, Session 1, titled “War and Politics in the 21st Century;’
scholars and experts will examine the intricate relationship between military
strategy and political objectives. Presentations highlight that today’s con-
flicts are as much about narratives and perceptions as they are about territory
or force.
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Session 2 will address operational lessons from 21st-century wars. From
the strategic role of airborne operations to the tactical complexity of tunnel
warfare and the integration of technology in close-quarters combat, this ses-
sion bridges theory and practice.

Later, in Session 3, under the theme Command, Control, Commu-
nication, Computer, and Intelligence (C4I), speakers will focus on the
transformative impact of artificial intelligence, integrated surveillance, and
multi-domain operations. These discussions are vital in understanding how
technological superiority and situational awareness shape both deterrence
and defense.

In parallel, Webinar B will feature thought-provoking Turkish-language
sessions. The first, “Intelligence and Maneuver in 21st Century Wars,” exam-
ines counterintelligence, unmanned teaming, and the accelerating tempo of
operations. The second, “Naval and Air Operations,” focuses on lessons from
the Israel-Iran conflict, the Indo-Pakistani engagements, and modern missile
defense architectures.

Our second day begins with Session 4, “Artificial Intelligence and Tech-
nology in 21st Century Wars,” which explores how cyber operations, Al sys-
tems, and unmanned technologies are reshaping both conflict and coopera-
tion.

Session 5, focusing on Combat Service Support and Logistics, turns our
attention to the backbone of every military campaign. The lessons drawn
from Ukraine, Afghanistan, and Nagorno-Karabakh offer invaluable in-

sights into sustainability, energy resilience, and strategic foresight.

In the afternoon, Session 6-“Human Security in the 21st Century War
Zones-brings the discussion full circle, reminding us that beyond the ma-
chinery of war lies the human soul. Presentations on “Protection of Civilians
in Gaza,” “Women in War,” and “Humanitarian Considerations in Asym-
metric Conflicts” remind us that peace is not an abstract concept but a lived
experience—fragile, essential, and deeply human.

Simultaneously, Webinar B continues with sessions on Defense Planning
and Logistics and The Human Dimensions of War. Topics such as post-war
urban reconstruction, ethical limits of humanitarian law, and the cultur-
al reflections of warfare in literature and art bridge the analytical with the
emotional, inviting us to view conflict not only through strategic but also
through humanistic lenses.
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Over the course of these two days, our congress will host distinguished
participants, including generals/officers, professors, scholars, and young re-
searchers, from several nations. This diversity is our strength. It reminds us
that while wars may be fought within borders, peace must always be built
across them.

Our discussions will no doubt be rich in military and technological in-
sight. However, our ultimate mission is not to master the art of war, but to
understand the necessity of peace. As Clausewitz famously observed, war is
the continuation of politics by other means. But perhaps, in the 21st century,
it is time for us to redefine that equation—to see peace as the continuation
of war studies by wiser means.

As we embark on these two days of discussion, let us carry forward three
guiding ideas:
Learning from Conflict: Every war, tragic as it may be, teaches valuable

lessons about leadership, strategy, and resilience.

Integrating Technology and Ethics: The tools of war evolve, but our mor-
al compass must remain steadfast.
Building a Culture of Peace: True security comes not only from deter-

rence alone, but also from understanding and cooperation.

I extend my sincere gratitude to the managers of the Turkish Retired Of-
ficers Association and the Rectorship of Istanbul Arel University, the dis-
tinguished members of our Scientific Advisory Committee, the Organizing
Committee, the session moderators, the presenters, and all participants who
made this event possible.

Thank you, and I wish you all an inspiring and fruitful congress.

(Red.) Brigadier General Prof. Dr. Oktay BINGOL

Congress Chairperson
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Distinguished guests, colleagues, and dear participants,

Itis a pleasure, if not a privilege, to address such a distinguished audience.
My thanks go to the organizers and especially to Professor Oktay Bingol.

The topic is most challenging, open to all sorts of discussion. But I prom-
ise to make it as painless as possible.

War is as old as humanity itself. Yet while its presence has endured
through every era, its nature has changed beyond recognition. The weapons,
the rules, even the boundaries of conflict are no longer what they once were.
Today, we are witnessing not only new wars but a new logic of war — one de-
fined by data, networks, and algorithms rather than trenches and frontlines.

There used to be a saying among staff officers: “Military history is a ca-
daver for us”

In earlier centuries, that “cadaver” — the record of past battles — was vi-
tal. It allowed officers to dissect what had happened, to learn how campaigns
unfolded, and to prepare for future wars. But today, Warfare has transformed
so completely that the past no longer provides reliable lessons for the future.
The era of trench wars and cavalry charges cannot guide us through an age of
cyber conflict, drones, and artificial intelligence.

The Evolution of Warfare

In its earliest forms, war was fought face-to-face — swords, shields, and
sieges. Victory depended on courage, proximity, and terrain. The Industri-
al Revolution altered everything: factories enabled mass armies and mech-
anized destruction. World War I introduced chemical weapons, machine

guns, and tanks. World War II brought radar, aircraft, and the nuclear bomb.

Korea saw the first jet aircraft. Vietnam became the era of the helicopter.
The Gulf War demonstrated the use of precision-guided munitions and sat-
ellite-based targeting. Today, we are witnessing the age of unmanned systems
and algorithmic warfare. It is The End of Predictable Conflicts For centuries,
wars followed templates — ratios of attack to defense, fixed frontlines, clear

hierarchies. That predictability has vanished.
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Modern conflicts are fluid, decentralized, and multidomain. In Ukraine,
we saw convoys operating under rigid centralized command suffer heavy
losses against agile defenders with decentralized control. The lesson is clear:
“An army built on centralized command and control cannot sustain initia-
tive.” Adaptability now outweighs mass; flexibility outperforms bureaucracy.

Unmanned Systems — The Drone Revolution

Perhaps no change is more visible than the rise of unmanned systems —
in the air, at sea, and on land. Originally designed for reconnaissance, they
now carry decisive, destructive firepower. In the Russia—Ukraine conflict,
open-source intelligence indicates that Ukraine, although it has no navy,
has damaged or destroyed roughly one-third of the Russian Black Sea Fleet,
including the flagship Moskva. Drones and unmanned surface vessels have
achieved what once required entire fleets.

These systems are small, inexpensive, and deadly — a $30 million Reaper
UAV can be destroyed by 10-20 thousand drones. Similar tactics are seen
in Yemen, where Houthi forces have struck naval and commercial targets,
prompting the multinational Prosperity Guardian mission in the Red Sea.

Unmanned platforms’ affordability and local manufacturability have de-
mocratized warfare, empowering even militias and terrorist organizations.
Their limitations — range, payload, vulnerability to weather — are offset by
rapid advances in autonomy and swarm coordination. The result is a new era
of “mass precision” with no proportionality.

Cyber and Hybrid Warfare

The modern battlefield now extends into the digital realm. Although
nothing new, Cyber operations can cripple a nation’s economy without a sin-
gle shot being fired. The 2021 Colonial Pipeline attack in the United States
halted nearly half of the East Coast’s fuel supply, proving that code can be
as destructive as ordnance. Similarly, GPS spoofing and undersea cable sab-
otage in the Middle East and Baltic regions have disrupted navigation and
communication networks.

Systems such as the U.SS. Joint All-Domain Command and Control
(JADC2) now seek to integrate land, air, sea, cyber, and space data into a
unified decision network. Artificial intelligence analyses these inputs in real
time, offering commanders multiple courses of action. No single force war-
fighting any longer. But with that speed comes a dilemma — as algorithms
gain power, human oversight must not be lost.
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Proxy Wars

Direct confrontation among major powers has become rare. Instead, in-
fluence is projected through proxy wars — smaller states or non-state actors
fighting on behalf of global powers. Ukraine, Taiwan, Syria, and Yemen each
illustrate this pattern. Proxy warfare minimizes political risk for sponsors but
prolongs conflicts and blurs accountability. Even multinational banners —
such as some operations claimed to be under NATO — may represent the
agendas of a few individual nations.

Space — The New Battlefield

Outer space, once the domain of exploration, is now an extension of the
battlefield. According to 2024 data from SIPRI and OECD, global space-de-
fense spending exceeded $70 billion, led by the United States ($53 billion),
China ($9 billion), and Russia (~$2 billion). Nations are deploying small sa-
tellite constellations for surveillance and communication, while developing
anti-satellite weapons capable of disabling or de-orbiting rivals’ satellites.
The next major conflict may begin not in the skies, but beyond them.

Artificial Intelligence and Autonomous Warfare

Artificial intelligence is rapidly transforming command-and-control. AI
enhances logistics, targeting, and threat analysis — compressing the decision
cycle from minutes to seconds. Yet this very advantage introduces grave eth-
ical and legal concerns. Who authorizes an autonomous strike? Who is ac-
countable for error or collateral damage?

Delegating lethal decisions to algorithms challenges the principles of
command-and-control responsibility and international humanitarian law.
As one strategist observed: “We may soon win wars faster than we can justify
them.” Preserving human judgment is essential to maintaining moral legiti-
macy in warfare.

Economic Warfare and Sanctions

Economic warfare has become the most pervasive form of conflict. Sanc-
tions, embargoes, and trade restrictions now serve as primary tools of coer-
cion. According to 2024 IMF data, more than 12 000 active sanctions were
in force worldwide — a record number. Sanctions must be declared by the
UN. At present, only 14 sanctions fit this category. However, sanctions often
yield unintended effects.
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Turkiye, repeatedly subjected to arms embargoes, all by NATO Allies, has
responded by developing a robust domestic defense industry — producing
its own drones, tanks, and missile systems. Similarly, China, despite U.S. ex-
port restrictions, now holds over 55 percent of global patents in key emerg-
ing technologies, including nanotech and hypersonics.

As one Turkish leader said, “A bad neighbor makes one a homeowner; a
bad ally makes one a manufacturer.” Sanctions intended to weaken often end
up catalyzing self-reliance and innovation.

The Future of Warfare

The next generation of warfare will be defined by human-machine col-
laboration and data-driven strategy. Future soldiers may command fleets of
autonomous systems rather than lead battalions in person. Strategic advan-
tage will depend on integration — combining technology, ethics, and adapt-
ability. The main challenge lies not in building smarter machines, but in cul-
tivating wiser humans — people who can balance speed with judgment and
automation with accountability. Education, not armament, will determine
who prevails in the wars of the future.

Conclusion
Ladies and gentlemen,

War today is no longer confined to the battlefield. It unfolds across econo-
mies, data networks, and societal perceptions. Victory will belong not to the
strongest, but to the most adaptable — those who can combine knowledge
with integrity, and power with restraint. As we enter an era of intelligent
warfare, our duty is to ensure that intelligence remains guided by conscience.
Technology should serve humanity, not define it.

If we forget that, the machines will not be needed to defeat us — we will
have defeated ourselves. This much I think is enough before I challenge your
patience.

I thank you once again for your kind attention.
May understanding, not conflict, be the enduring legacy of our time.
Thank you.

(Red). General Ergin SAYGUN
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PRIMARY LESSONS LEARNED FROM 21. CENTURY
WARS: ACTIONS OF SELECTED COUNTRIES

Oktay BINGOL!

In this presentation, I will share some critical lessons learned from
21st-century wars. Before I start, I will briefly review the concept of Lessons

Learned (LL).

LL is validated knowledge and experience derived from operations or
exercises that improve effectiveness or efficiency when institutionalized in
doctrine, training, or policy.

Cycle of LL includes:

1. Capture & Observation — Collect after-action reports (AARs), opera-
tional reports, and experiments,

2. Analyze - Identify causes, synthesize insights,
3. Validate & Decide — LL boards assign actions and deadlines,

4. Implement & Disseminate — Doctrine, training, and materiel updates,
5. Monitor & Close — Verify actual behavioral change.

It becomes “learned” only once corrective action has been successtully ap-
plied. Senior-level ownership is required to ensure that “lessons identified”
(LIs) become “lessons learned” (LLs)—i.e., demonstrably embedded in prac-
tice.

There are seven main areas to be covered in this presentation. These are
Drones & Counter-Unmanned Aerial Systems, EW/Electromagnetic Spec-
trum Operations (EMSO), Integrated Air & Missile Defense (IAMD)), Mu-
nitions & Industry, Command-Control (C2)/Command-Post survivability,
Urban operations, and Information Ops/Influence.

! Congress Chairperson (Rtd.) Brigadier General, Prof. Dr.
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To explain each area, I will use a format that includes a description page
and an action table. On the description page, you will see the title of the main
area, and three parts: “What's changed”, “Case study”, and “Why it matters.
There is a table on the action page that shows the actions taken by the United
States, the United Kingdom, Ukraine, Russia, and China.

Drones & Counter-Unmanned Aerial Systems (C-UAS)

What'’s changed: Modern battlefields are saturated with unmanned sys-
tems—ranging from intelligence, surveillance, and reconnaissance (ISR)
drones to loitering munitions, maritime USVs.

Case study — “Interdiction by First Person View (FPV'), Pokrovsk axis
(summer 2025)”: Russian FPV swarms repeatedly struck vehicles along the
T0515 MSR near Pokrovsk, forcing resupply by foot at night and stretching
Ukrainian ground lines of communication. Analysts judged many injuries
were FPV-caused, highlighting the need for both kinetic C-UAS and non-

EW defenses when jamming is saturated or defeated.

Why it matters: Drones now achieve interdiction effects once reserved
for aircraft, forcing adaptations in logistics, dispersion, and survivability on

both sides in Ukraine.

Militaries are rapidly adapting by institutionalizing drone forces. Doc-
trines are shifting toward (1) mass, cheap, attritable UxS for ISR/strike; (2)
layered counter-UAS (EW, guns, missiles, deception); and (3) distributed
C2 so drone teams can survive in jammed airspace.

The goal: integrate counter-drone tools—from electronic warfare (EW)
to kinetic interceptors—within each echelon, ensuringboth proactive swarm
deployment and reactive defense. Power projection now hinges on mastering
drone swarms and neutralizing adversarial ones.

The actions taken by the states:

The United States DoD moved to layered C-UAS and massed autono-
mous systems (e.g., Replicator) across the force.

The UK MOD is building layered C-UAS across echelons. It is import-
ant to integrate, not buy stove-piped gadgets.

Ukraine created a new Unmanned Systems Forces and national drone

programs to scale FPV/USVs.

Russia announced a dedicated drone branch to institutionalize battlefield

UAS lessons.
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China People’s Liberation Army’s analysts push stealthier, anti-jamming
drones and swarming after watching Ukraine.

Electronic Warfare (EW)/ Electromagnetic Spectrum Operation
(EMSO)

What's changed: Conflicts reveal that the electromagnetic spectrum
(EMS) is a high-contest zone. The EM spectrum is a primary battlespace.
Units plan for constant jamming/spoofing, strict signature discipline, and
EM deception.

Case study — “Pokrova GNSS spoofing shield (2024-25)”: Ukraine
fielded a nationwide spoofing network (“Pokrova”) to mislead Shahed-type
OWA-UAVs and some PGMs, reportedly causing large fractions to miss or
wander. Even partial success imposes massive cost asymmetry on the attacker
and reduces interceptor expenditure.

Why it matters: Control of EMS determines whether drones, precision
weapons, and C2 systems function at all—forcing armies to diversify their
communications (fiber, hardline, line-of-sight relays) and accept degraded
modes.

Doctrine now embeds EMS operations at the unit level—from tactical
deception and jamming to resilient communications. Ukraine and Russia
iterate fast (spoofing, direction-finding, counter-battery via emitter geolo-

cate); the UK has long framed “information advantage,” and the US. is em-
bedding spectrum thinking across FM 3-0/ADP 3-13.

The actions taken by the states:

The U.S. training/doctrine system now assumes a highly contested EMS,
emphasizing dispersion and signature control. The U.S. trains for dispersed,
low-signature formations.

UK emphasizes whole-force EW integration.
Ukraine operates with a whole EMS-duel mindset.

Russia systematically scaled EW to blunt Ukrainian sensors/drones, sus-
taining theater-wide advantage.

China, by creating its Information Support Force, is reinforcing digital
and EMS battle spaces as a primary domain.

Integrated Air & Missile Defense (IAMD)

What'’s changed: Salvo warfare mixes ballistic/cruise missiles with hun-
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dreds of cheap drones—overwhelming point defenses unless sensors, shoot-
ers, and EW are fused across services and allies.

Case study — “Iran’s April 13-14, 2024 mass strike on Israel”: U.S.
CENTCOM reported destroying 80+ one-way attack UAVs and multi-
ple ballistic missiles in coalition IAMD operations—proof that integrated
sensors, shared C2, and layered effectors can defeat very large salvos. Those
lessons (allocation, cross-border cueing, partner integration) are informing
allied doctrine and exercises.

Why it matters: Layered, coalition air defense—and smart shot alloca-
tion (save interceptors; use EW/kinetic guns vs. drones)—is now the differ-
ence between saturation failure and resilience.

Militaries are deploying multi-layered IAMD systems (e.g., Patriot, NA-
SAMS, IRIS-T') supported by improved C2 and sensor fusion.

NATO and the US. are updating IAMD strategy/structures, while the
UK’s Land-GBAD aims to knit together different tools.

The actions taken by the states:

The U.S. DoD doubled down on coalition IAMD and kill-chains for
large salvos after the April 2024 Iran strike.

The UK. Army is launching Land-GBAD and a wider IAMD strategy
focused on command-and-control integration.

Ukraine has built an IAMD web (Patriot/NASAMS/IRIS-T) and doc-
trine for defending cities/forces.

In Russia, doctrinal writing elevates counter-strike and air-defense inte-
gration after heavy attrition.

China Military Policy Review 2024 highlights the PLA’s dense IADS

and growing counter-salvo emphasis.

Munitions & Industry

What Changed: High-tempo, attritional combat demands industri-
al-scale resupply. The U.S. has invested billions in 155 mm lines and factories
to achieve six-figure monthly output. Europe is scrambling to increase shell
production to multi-million-dollar levels. NATO warns the alliance must

rebuild industrial depth.
Case study — “U.S. artillery production surge (2024-26)”: The Army

opened new projectile-loading lines and green-lit a modern factory in Iowa.
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Ofhcials now project the 100k-per-month mark in 2026, not 2025—show-
ing how hard scaling truly is and why planning assumptions must reflect in-
dustrial lead times.

Why it matters: Doctrine must assume “fight the factory”: stockpiles, re-
pair, and rapid reconstitution are as decisive as tactics.

The action taken by the states:

The U.S has prepared an industrial surge plan to 100k 155mm/month
and new LAP lines—long-term contracts & capacity.

The UK invested heavily in continuous munitions supply and new facil-
ities.

In Ukraine, domestic output (ammo/drone) expanded sharply with part-
ner help.

Russian Strategy embraces attritional, industry-centric warfighting—
mass stocks and sustainment.

China is accelerating missile and rocket production to sustain long-term
high-tempo combat.

C2/Command-Post survivability

What’s changed: Big, static HQs are artillery/drone magnets. High-pre-
cision targeting demands resilient, agile command post (CP) configurations.

Case study — “Ukrainian CP survivability TTPs (2024)”: Ukrainian
manual details camouflage/cover, EM discipline, route/tempo of displace-
ment, and decoys to defeat RU ISR/fires—practical measures many NATO
CPs still lack at scale.

Why it matters: Surviving to command is now a daily contest against
persistent ISR. CP design is a warfighting function—not just a tents-and-
trailers problem.

Forces are moving to small, mobile, dispersed CPs; tight EMCON; de-

ception; and frequent displacement.
The action taken by the states:
The U.S. disseminates CP survivability TTPs from Ukraine.

In the UK., post-Ukraine reforms emphasize resilient, distributed C2
and faster acquisition to field it.

Ukraine’s CPs now fully incorporate movement, camouflage, and redun-

dancy.
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In the Russian armed forces, tactics evolved to protect C2 with disper-
sion, camouflage, and decoys under constant ISR.

China’s reforms consolidate control functions within its Information
Support Force, enabling tighter, faster, and more resilient battle manage-
ment.

Urban Operations
What's changed: Warfare in built-up areas (Gaza City; Bakhmut/Avdiiv-

ka) presents unique challenges: civilian presence, infrastructure complexity,
subterranean spaces, heavy C2 friction, and heavy ISR saturation.

Case study — “IDF in Gaza City (autumn 2023)”: Reports summarize
combined-arms in high-rise/tunnel terrain and the tradeoffs among tempo,
fratricide risk, and collateral mitigation.

Why it matters: Urban campaigns now require drone-aware maneuver-
ing (overhead threat), tunnel-clearing expertise, and more resilient comms—
plus tighter fire discrimination under scrutiny.

Western armies are updating breaching, subterranean, counter-UAS over
cities, fratricide prevention, and tempo control under legal/ethical con-
straints.

The action taken by the states:

The US. refines doctrine about tunnels, high civilian density, and decen-
tralized tempo.

The UK leans into lessons drawn from Gaza and Ukraine to inform sub-
terranean and dense urban fighting.

Ukraine’s experiences in sieges like Bakhmut shape new breaching,
route-clearance, and casualty-aware tempo.

Russia has adjusted assault formations and fire support for urban attri-

tion.

China studies transparent urban battlefields to counter drone saturation
and ensure command clarity.

Information Ops/Influence

What’s changed: Information has become as lethal as a missile. Why it
matters: Kinetic success can be undone by narrative failure; conversely, resil-
ient, truthful comms can unlock aid, time, and legitimacy.
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Case study — “Ukraine’s StratCom during full-scale war”: The Center
for Strategic Communication and Information Security (SPRAVDI) coor-
dinates messaging, counter-disinformation, and public guidance—illustrat-
ing how whole-of-government IO supports operational objectives and socie-
tal resilience in protracted conflict.

Militaries are embedding information advantage—narrative control, dis-
information resilience, and strategic communications—into doctrine and
operations.

The action taken by the states:
The U.S. builds “Information Advantage” into training and operations.

The UK integrates this across the MDI (Multi-Domain Integration) con-
struct.

Ukraine’s government actively counters disinformation via centralized
comms. centers.

Russian doctrine now syncs IO with fires, cyber, and attrition.

China’s Information Support Force places the information domain as a
strategic axis of joint operations.

This concludes my briefing.

Thank you very much for your attention.
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Lessons Learned (LL)
Definition:
« Validated knowledge and experience derived from operations or exercises that

lead to improved effectiveness or efficiency when institutionalized in doctrine,
training, or policy.

Cycle:

1. Capture & Observation - Collect AARs, operational reports, experiments
2. Analyze - Identify causes, synthesize insights

3. Validate & Decide - LL boards assign actions and deadlines

4. Implement & Disseminate - Doctrine, training, and materiel updates

5. Monitor & Close - Verify actual behavioral change

It becomes “learned” only once corrective action has been successfully applied. Senior-level ownership is required to
ensure that “lessons identified” (LIs) become “lessons learned” (LLs)—i.e., demonstrably embedded in practice.
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+ What's changed:

+ Case study:

« Why it matters:

SRR L+ ) 1) [ oJ—

Selected Lessons Learned

+*Drones & C-Unmanned Aerial Systems (C-UAS)

¢ Electronic Warfare (EW)/ Electromagnetic Spectrum
Operations (EMSO)

+ Integrated Air & Missile Defense (IAMD)

+*Munitions & Industry

+Command and Control (C2)/Command-Post survivability

+ Urban operations

+ Information Operations/Influence

Actions by States

United States

United Kingdom

UKkraine

Russia

China
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Drones & Counter-Unmanned Aerial Systems (C-UAS) EW/ Electromagnetic Spectrum Operation

(EMSO)

* What's changed: Conflicts reveal that electromagnetic
spectrum (EMS) is a high-contest zone. The EM spectrum is a
primary battlespace. Units plan for constant
jamming/spoofing, strict signature discipline, and EM
deception.

Case study — “Pokrova GNSS spoofing shield (2024-25)":
Ukraine fielded a nationwide spoofing network (“Pokrova”) to
mislead Shahed-type OWA-UAVs and some PGMs, reportedly
causing large fractions to miss or wander. Even partial success
imposes massive cost asymmetry on the attacker and reduces
interceptor expenditure.

+ What's changed: Modern battlefields are saturated with unmanned
systems—ranging from intelligence, surveillance, and reconnaissance
(ISR) drones to loitering munitions, maritime USVs.

Case study — “Interdiction by First Person View (FPV), Pokrovsk |
axis (summer 2025)": Russian FPV swarms repeatedly struck vehicles
along the TO515 MSR near Pokrovsk, forcing resupply by foot at night
and stretching Ukrainian ground lines of communication. Analysts
judged many injuries were FPV-caused, highlighting the need for both
kinetic C-UAS and non-EW defenses when jamming is saturated or
defeated.

Why it matters: Drones now achieve interdiction effects once reserved
for aircraft, forcing adaptations in logistics, dispersion, and
survivability on both sides in Ukraine.

.

.
.

Why it matters: Control of EMS determines whether drones,
precision weapons, and C2 work at all—forcing armies to
diversify comms (fiber, hardline, LOS relays) and accept
degraded modes.

Actions by States Actions by States

United States United Kingdom UKkraine Russia China
United States United Ukraine Russia China
DoD moved to layered |MOD isbuilding |Created a new Announced a PLA analysts push Kingdom
C-UASand massed layered C-UAS Unmanned dedicated drone | stealthier, anti- Training/doctrine |UKemphasizes |Ukraine operates |Systematically |China, by creating
autonomous systems |across echelons. |Systems Forces branch to jamming drones now assumes a whole-force EW |with a whole scaled EW to  |its Information
(e.g., Replicator) Itisimportant to |and national drone |institutionalize |and swarming after highly contested integration. EMS-duel blunt Support Force, is
across the force integrate, not buy |programs to scale |battlefield UAS |watching Ukraine. EMS, emphasizing mindset. Ukrainian reinforcing digital
stove-piped FPV/USVs. lessons. dispersion and sensors/drone |and EMS battle
gadgets. signature control. s; sustaining spacesasa
The U.S. trains for theater-wide |primary domain.
dispersed, low- advantage.

signature formations.
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Integrated Air & Missile Defense (IAMD)

+ What's changed: Salvo warfare mixes ballistic/cruise missiles with
hundreds of cheap drones—overwhelming point defenses unless
sensors, shooters, and EW are fused across services and allies.

Case study — “Iran’s April 13-14, 2024 mass strike on Israel” U.S.

CENTCOM reported destroying 80+ one-way attack UAVs and multiple
ballistic missiles in coalition IAMD operations—proof that integrated
sensors, shared C2, and layered effectors can defeat very large salvos.
Those lessons (allocation, cross-border cueing, partner integration) are
informing allied doctrine and exercises.

Why it matters: Layered, coalition air defense—and smart shot
allocation (save interceptors; use EW /kinetic guns vs. drones)—is now
the difference between saturation failure and resilience.

Actions by States

United States United UKkraine Russia China
Kingdom
Post-April 2024 Army launching |Builtan IAMD Doctrinal China Military Policy
Iran strike, DoD Land-GBAD and |web writing Review 2024
doubled-down on wider IJAMD (Patriot/NASAMS |elevates highlights the PLA’s
coalition [AMD and |strategy focused |/IRIS-T etc.) and |counter- dense IADS and
kill-chains for large |on command- doctrine for strike and  |growing counter-
salvos. and-control defending air-defense |salvo emphasis.
integration. cities/forces. integration
after heavy
attrition.
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Munitions & Industry

* What's changed: High-tempo, attritional combat demands
industrial-scale resupply. The U.S. has invested billions in 155
mm lines and factories to achieve six-figure monthly output.
Europe is scrambling to increase shell production to multi-
million-dollar levels. NATO warns the alliance must rebuild
industrial depth.

.

Case study — “U.S. artillery production surge (2024-26)":
The Army opened new projectile-loading lines and green-lit a
modern factory at lowa; officials project the 100k-per-month
mark in 2026, not 2025—showing how hard scaling truly is
and why planning assumptions must reflect industrial lead
times.

Why it matters: Doctrine must assume “fight the factory”:
stockpiles, repair, and rapid reconstitution are as decisive as
tactics.

Actions by States

United States United Kingdom Ukraine Russia

China

Industrial surge plan |The UK invested |Domestic output Russian

to 100k heavily in (ammo/drone) Strategy
155mm/month and | continuous expanded sharply |embraces
new LAP lines—long- | munitions supply |with partner help. |attritional,
term contracts & and new facilities. industry-
capacity. centric
warfighting
—mass
stocks and

sustainment.

China is accelerating
missile and rocket
production to sustain
long-term high-tempo
combat.
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C2/Command-Post survivability

ot 13910, 22312, AUT. 70391 (6), FOV
251 (6,

What's changed: Big, static HQs are artillery/drone magnets.
High-precision targeting demands resilient, agile command post
(CP) configurations.

Case study — “Ukrainian CP survivability TTPs (2024)”
Ukrainian manual details camouflage/cover, EM discipline,
route/tempo of displacement, and decoys to defeat RU
ISR/fires—practical measures many NATO CPs still lack at scale.

Why it matters: Surviving to command is now a daily contest
against persistent ISR. CP design is a warfighting function—not
just a tents-and-trailers problem.

OKTAY BINGOL -53

Urban Operations

+ What's changed: Warfare in built-up areas (Gaza City;
Bakhmut/Avdiivka) presents unique challenges: civilian
presence, infrastructure complexity, subterranean spaces,
heavy C2 friction, and heavy ISR saturation.

Case study — “IDF in Gaza City (autumn 2023)”: Reports
summarize combined-arms in high-rise /tunnel terrain and the
tradeoffs among tempo, fratricide risk, and collateral
mitigation.

.

Why it matters: Urban campaigns now require drone-aware
maneuver (overhead threat), tunnel-clearing expertise, and
more resilient comms—plus tight fires discrimination under

Actions by States

United States United Kingdom Ukraine Russia China
The U.S. Post-Ukraine Ukraine’s CPsnow | Tactics China’s reforms
disseminates CP reforms fully incorporate | evolved to consolidate control
survivability TTPs emphasize movement, protect C2 functions within its
from Ukraine. resilient, camouflage, and with Information Support
distributed C2 redundancy. dispersion, |Force, enabling
and faster camouflage, |tighter, faster, and
acquisition to and decoys |more resilient battle
field it. under management.
constant [SR.

scrutiny.

Actions by States

United States United Ukraine Russia China
Kingdom
The U.S. refines The UK leans Ukraine’s Russia has China studies
doctrine about into lessons experiences in adjusted transparent
tunnels, high drawn from sieges like assault urban
civilian density, and |Gaza and Bakhmut shape |formations battlefields,
decentralized Ukraine to new breaching, |and fire countering drone
tempo. inform route-clearance, |support for saturation and
subterranean and casualty- urban ensuring
and dense aware tempo. attrition. command clarity.
urban fighting.
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Information Ops/Influence

* What's changed: Information has become as lethal
as a missile.

Case study — “Ukraine’s StratCom during full-scale
war”: The Centre for Strategic Communication and
Information ~ Security (SPRAVDI) coordinates
messaging, counter-disinfo and public guidance—
illustrating how whole-of-government 10 supports
operational objectives and societal resilience in
protracted conflict.

* Why it matters: Kinetic success can be undone by
narrative failure; conversely, resilient, truthful
comms can unlock aid, time, and legitimacy.

Actions by States
United States United Ukraine Russia China
Kingd

The U.S, builds The UK Ukraine's Russian China’s Information
“Information integrates this  |government doctrine Support Force places
Advantage” into across the MDI  |actively counters |now syncs | the information
training and (Multi-Domain  [disinformation 10 with domain as a strategic
operations. Integration) via centralized fires, cyber, |axis of joint

construct. commes, centers. |and operations,

attrition.

MILITARIZATION AND WEAPONIZATION OF SPACE:
A THREAT ASSESSMENT

Ali Bilgin VARLIK"

Introduction

The militarization and weaponization of outer space denote the progres-
sive integration of military capabilities and doctrines into the space domain
by state and non-state actors. Militarization, in this context, extends beyond
the deployment of satellites and technologies for strategic functions such as
intelligence, surveillance, reconnaissance, communications, and global po-
sitioning. It also entails the adaptation of military doctrines, organizational
structures, and operational concepts to accommodate space as a distinct war-
fighting environment. Consequently, outer space is increasingly recognized
as an operational domain equivalent to land, sea, air, and cyber domains
within contemporary military thought.

The weaponization of space, in turn, involves the development, deploy-
ment, and potential use of systems explicitly designed for offensive or de-
fensive actions in, from, or through space. These include direct attack ca-
pabilities such as kinetic-energy and directed-energy weapons, as well as
anti-satellite (ASAT') systems and associated enabling technologies.” While
militarization primarily reflects the use of space for supporting terrestrial op-
erations, weaponization signifies a more escalatory phase wherein space itself
becomes a potential theater of conflict.

At present, satellites with military functions operated by 32 states are ac-
tive in orbit. The United States, Russia, and China have incorporated space
into their respective military strategies to a degree that ensures domain su-
periority. France, Israel, Italy, and India have also achieved significant ad-

1 (Rtd) Col. Assoc. Prof., Merkez Strateji Enstitiisii, bilginvarlik @gmail.com, ORCID: 0000-
0002-5265-2321

James Clay Moltz. (2019). The politics of space security: Strategic restraint and the pursuit of
national interests. Stanford: Stanford University Press.
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vancements in integrating military-space capabilities, followed by a group
of 25 other states possessing varying levels of satellite-based defense assets.!
Reflecting this strategic evolution, NATO formally designated space as an
operational domain in 2019, underscoring its growing centrality to collec-
tive defense and deterrence.

When evaluated in light of contemporary geopolitical dynamics and rap-
id technological innovation, outer space emerges as a complex and multi-
dimensional threat environment. Within this spectrum, the militarization
of space represents an imminent strategic concern, while the weaponization
of space embodies a more variable yet potentially destabilizing category of
threats depending on the extent and nature of its implementation.

Methodology

The principal contribution of this study lies in establishing a compre-
hensive taxonomy of space-related threats, articulating the conceptual dis-
tinction between the militarization and weaponization of outer space, and
conducting a threat assessment of both domains based on empirical data
available up to and including the year 2024. This approach aims to contrib-
ute to the evolving discourse on space security by providing a structured an-
alytical framework through which strategic risks and potential threats in the
space environment can be systematically evaluated.

The research adopts a qualitative methodology as its primary analytical
tool, supplemented by quantitative data analysis where the scope of inquiry
necessitates numerical evaluation. Within this methodological framework,
a comparative analysis is employed to assess the relative extent and nature
of militarization and weaponization processes among state and institutional
actors. This combination of qualitative and quantitative techniques ensures
both interpretive depth and empirical rigor, allowing for a nuanced under-
standing of the dynamics shaping the contemporary space security environ-
ment.

The central research question guiding the study seeks to determine the
degree to which risk, potential threat, threat, and danger have manifested in
relation to the militarization and weaponization of space. In complement to

! Union of Concerned Scientists (UCS). (2023). UCS Satellite Database. https://www.ucs.

org/resources/satellite-database, accessed 29.10.2025.
2 NATO. (2020). NATO’ approach to space. Brussels: NATO Public Diplomacy Division;
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this main inquiry, subsidiary research questions address (a) the conceptual
differentiation between space security and space safety, (b) the classification
of counterspace technologies and weapons, and (c) the identification of dis-
tinct threat segments within the broader space environment.

The threat assessment, constituting the core analytical output of the arti-
cle, evaluates the militarization and weaponization of space across five pre-
defined threat categories. These categories are assessed using data synthesized
from open-source materials, institutional reports, and relevant scholarly lit-
erature.

The study advances two primary hypotheses. The first pertains to the
weaponization of space, positing that: “The current weaponization of space
remains largely confined to dual-use technologies, counterspace capabili-
ties, and ground-based systems designed to interfere with or disable satel-
lites, rather than the stationing of offensive weapons in orbit.” The second
hypothesis concerns the militarization of space, arguing that the domain has
undergone extensive militarization, reaching a level that can be categorized
as a strategic danger within the spectrum of space-related threats.

Theoretical Framework

The concepts of militarization and weaponization of outer space are sit-
uated within the broader theoretical and policy framework of space securi-
ty and safety. This overarching framework seeks to identify, categorize, and
mitigate the spectrum of threats that may arise from or within the space envi-
ronment. Conceptually, space security and safety encompass three principal
threat dimensions:

Threats originating from space and directed toward Earth, such as the
potential use of space-based assets for offensive operations or the re-entry
of debris with destructive consequences; Threats to the ecological system of
outer space, including the generation of orbital debris and environmental
degradation resulting from human activity; and Threats to space systems, fa-
cilities, and operations, encompassing both intentional disruptions—such as
cyberattacks, jamming, or anti-satellite operations—and unintentional haz-
ards such as collisions or malfunctions.

These categories are not mutually exclusive; rather, they exhibit a high
degree of interdependence and overlap, as a single threat may simultaneously
affect multiple dimensions. The militarization and weaponization of space
exemplify this overlap, as both processes extend across all three domains,
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creating complex interactions between strategic, ecological, and operational
risks.

To appropriately contextualize these two core concepts, the framework
requires consideration of two analytical prerequisites. The first pertains to
the conceptual scope of the term “threat”, which must be defined in relation
to the distinct characteristics of the space domain. The second concerns the
placement of space-related threats within a broader threat taxonomy, en-
abling systematic classification and comparative analysis. Accordingly, before
engaging directly with the main discussion, these two foundational elements
are briefly outlined to provide the necessary conceptual grounding for the
subsequent assessment of space militarization and weaponization.

The Concept of Threat

Within the field of security studies, the concept of threat is generally un-
derstood as a multidimensional construct composed of several interrelated
elements that collectively determine its significance and magnitude. First, a
threat presupposes the existence of a target or value, namely an entity, object,
or principle identified as requiring protection. Such values may include sov-
ereignty, territorial integrity, political stability, critical infrastructure, phys-
ical safety, environmental sustainability, survival, or social order. The iden-
tification of these referent objects forms the foundation upon which threat
perception and subsequent policy responses are built.

Second, a threat entails a potential for harm, encompassing both direct
and indirect dimensions. This harm may manifest as physical destruction
or through structural, psychological, informational, economic, legal, or en-
vironmental impacts that compromise the stability or functionality of the
targeted system. The severity of a threat thus depends not only on the nature
of the harm but also on the vulnerability and resilience of the object under
threat.

Third, every threat can be associated with an actor or source, whether
state or non-state entities, technological systems, natural phenomena, or sys-
temic crises. The identification of the actor or source is critical for determin-
ing intentionality, accountability, and the appropriate form of deterrence or
defense.

Finally, threats inherently possess a temporal and uncertainty dimension.

They are prospective in nature, characterized by variability in likelihood and
intensity depending on contextual factors. For this reason, threat analysis is
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often conducted in tandem with risk assessment, which evaluates the proba-
bility and potential consequences of a given event.

To establish a coherent analytical framework for security assessment, it
is essential to delineate the interrelated concepts of risk, potential threat,
threat, and imminent danger. While these categories share conceptual simi-
larities, they represent different stages alonga continuum of escalation:

-Risk refers to conditions or developments that have not yet attained the
characteristics of a potential threat. In such cases, the capacity, probability, or
intent required for harm remain insufhicient or absent.

-A potential threat denotes phenomena that exhibit the early indicators
of a threat but have not yet materialized due to limitations in timing, capa-
bility, or intent.

-A threat exists when capacity, probability, and intent converge, even if
actual harm has not yet occurred. It represents a situation with sufficient po-
tential to cause damage under favorable conditions.

-Imminent danger arises when a threat reaches the stage of actualization,
meaning that the harmful event is either occurring or explicitly impending.
At this stage, the preconditions of a threat are fully realized, and immediate
mitigation or defensive action becomes necessary.

This conceptual hierarchy allows for a systematic differentiation between
varying degrees of peril and provides the analytical basis for assessing the
evolving risks associated with the militarization and weaponization of space
in subsequent sections of this study.

Threats within the Scope of Space Security and Safety

The concepts of space security and space safety constitute the founda-
tional pillars of a peaceful, stable, and sustainable outer space environment.
Both frameworks aim to ensure that the space domain remains a cooperative
arena for scientific, commercial, and strategic activities, free from conflict
and disruption. However, to effectively identify and assess threats to space
systems and activities, it is essential to establish a shared conceptual under-
standing of these two closely related yet distinct terms.!

Laetitia Zarkan. (2020). “What's in a word? Notions of “security” and “safety” in the space
context’, UNIDIR. https://unidir.org/commentary/whats-word-notions-security-and-safe-

ty-space-context, accessed 29.10.2025.



60 - MILITARIZATION AND WEAPONIZATION OF SPACE

Although there is no universally accepted definition of space safety and
space security, the United Nations General Assembly (UNGA) Working
Paper A/AC.294/2022/WP.16, titled “Threats to the Security of Space Ac-
tivities and Systems” (12 September 2022), provides a widely referenced dis-
tinction between the two concepts.!

Space safety generally refers to measures aimed at preventing accidental
or unintentional harm to space systems, assets, or personnel. Such hazards
may result from natural phenomena, including geomagnetic storms, mi-
crometeoroid impacts, or radiation events, as well as anthropogenic causes,
such as accidental collisions, design malfunctions, or operational failures.
The primary objective of space safety initiatives is the mitigation of risk and
the reduction of unintentional damage to space infrastructure. Within this
framework, these occurrences are understood as risks rather than threats, as
they lack intent or hostile motivation.?

In contrast, space security pertains to the protection of space systems and
their components from deliberate interference or hostile actions by state or
non-state actors. It encompasses preventive and defensive measures against
intentional threats, such as jamming, cyber intrusions, anti-satellite (ASAT)
operations, or the deployment of counterspace technologies. Moreover,
space security extends beyond the technical protection of systems to include
broader concerns related to international peace and strategic stability, in-
cluding efforts by states and international organizations to prevent the wea-
ponization and arms race in outer space.’

Although space safety and space security are often discussed in separate
institutional contexts—typically within distinct working groups and legal
frameworks of the United Nations—they are inherently interconnected.
Certain issues, such as space debris, exemplify this overlap by posing both
operational safety risks and strategic security challenges. Furthermore, lin-
guistic and conceptual overlaps exist: in several languages, the terms safety
and security are used interchangeably, reflecting the difficulty of separating

the two dimensions in practice.*

! United Nations General Assembly. (2022, September 12). A/AC.294/2022/WP 16 Consider-
ation of issues contained in paragraph S of General Assembly resolution A/RES/76/231: Threats
to the security of space activities and systems. Geneva.

2 Ibid, p. 2.
> Ibid,, p. 2.
4 Ibid, p. 2.
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Ultimately, both safety and security are indispensable to ensuring the
sustainability of space activities, defined as the long-term ability of all stake-
holders to access, use, and benefit from outer space. Sustainable space gover-
nance requires maintaining an environment that is simultaneously safe from
unintentional hazards and secure from deliberate threats, thereby enabling
all actors to explore and utilize outer space “without discrimination of any
kind, on a basis of equality and in accordance with international law”!

Threats within the Scope of Space Security and Safety

The taxonomy of threats to space security and safety reflects the multidi-
mensional nature of the risks confronting both the space environment and
its interaction with terrestrial systems. This taxonomy provides a conceptual
structure for understanding how diverse phenomena—ranging from natural
cosmic events to human-induced activities—can affect the stability, sustain-
ability, and security of the space domain.

Table 1 below outlines the principal categories of threats within the
scope of space security and safety, classified across three major domains: (1)
threats from space to Earth, (2) threats to the space ecological system, and
(3) threats to space facilities and activities. Each threat type is further eval-
uated according to its estimated severity—high, medium, or low—based on
its potential for harm, likelihood of occurrence, and the degree of human
control or mitigation available.

Table 1. Taxonomy of Threats to Space Security and Safety

Threats from Space | Threats to the Space | Threats to Space Facil-
to Earth Ecological System ities and Activities
High | Medi- | Low | High | Medi- | Low | High | Medium | Low
um um
Threats from
Space to Earth

Asteroid and mete- | X X X

orite impact

Space weather and X X X

solar storms

Supernova explo- X X X

sions

' Ibid, p. 2.
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Extraterrestrial
viruses

Space creatures

Threats to the
Space Ecological
System

Orbital debris
(space junk)

Biological con-
tamination and
back-contamina-
tion

Light pollution
and radio-frequen-
cy interference

Overuse of geo-
stationary and
low Earth orbit
capacity

Effects of asteroid
and planctary
mining

Chemical and par-

ticulate pollution

Risks from solar
power satellites
and microwave
radiation

Threats to Space
Facilities and
Activities

Natural cosmic
threats

Orbital traffic
congestion and
collision risks

Weaponization and
militarization of
space

Vulnerability of
space-based eco-
nomic systems
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Militarization of space: The militarization of space refers broadly to
any military use of outer space, including non-weapon activities like mili-
tary navigation systems [e.g., GNSS (Global Navigation Satellite System)]
and organizational procedures and formations. Space has been militarized
since the early days of exploration, and such use is not inherently aggressive
or weapons-related.!

Weaponization of space: In contrast, weaponization involves the place-
ment, deployment, or testing of weapons in space. Despite long-standing in-
ternational discussions, there is no agreed definition of a “weapon” in space,
leading many States to use the term counterspace technologies—referring to
any capabilities designed to disrupt, damage, or destroy space systems, either
reversibly or irreversibly.* The line between militarization and weaponiza-
tion is often blurred. This is due to linguistic limitations in some languages
and the lack of a universally accepted definition of “weapon”?

Types of Counterspace Technologies

Furthermore, counterspace capabilities are typically classified into four
threat vectors according to their operational domain: (i) Earth-to-space,
(ii) Space-to-space, (iii) Space-to-Earth, and (iv) Earth-to-Earth (UNGA,
2022: 2). Within this framework, Anti-Satellite (ASAT) weapons—often
conflated with counterspace technologies—constitute a specific subset fo-
cused on targeting satellites. These systems can produce cascading debris ef-
fects, amplifying the risks to both military and civilian assets in orbit. The
terminological confusion surrounding these categories reflects broader chal-
lenges in establishing comprehensive norms for the prevention of an arms
race in outer space.

The typology of counterspace technologies, as identified by the United
Nations General Assembly (UNGA), provides a comprehensive framework
for understanding the diverse range of tools and methods that can threat-
en the stability and security of outer space. These technologies are generally
categorized into kinetic (hard-kill) and non-kinetic (soft-kill) systems, cach
varying in destructiveness, detectability, and reversibility.*

Kinetic or hard-kill counterspace technologies are those that cause di-

' Ibid, p. 2.
2 Ibid,, p. 2.
> Ibid,, p. 2.
4

Ibid., p. 4-5.
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rect physical destruction of a target. Among these, direct-ascent anti-satel-
lite (ASAT) weapons are launched from Earth—whether from land, sea, or
air platforms—to collide with satellites in orbit at extremely high speeds. A
more sophisticated variant, the co-orbital ASAT, involves a system placed
in orbit that maneuvers near its target using rendezvous and proximity op-
erations (RPO). Such systems can execute multiple attack methods: direct
collision, controlled explosions, or mechanical disruption through robotic
arms. Some co-orbital systems can remain inactive for long durations, cre-
ating uncertainty about intent and purpose. Additionally, ground station
attacks, which target terrestrial control centers that manage satellite com-
munication and data relay, fall within the kinetic category. These attacks are
typically irreversible, highly destructive, and relatively easy to attribute, but
their most consequential byproduct is orbital debris, which can persist for
decades depending on altitude.!

In contrast, non-kinetic or soft-kill counterspace technologies aim to dis-
rupt or disable space systems without physically destroying them. Non-kinet-
ic physical attacks, such as those employing lasers, high-powered microwaves
(HPM), or electromagnetic pulses (EMP), can damage sensors or circuits
instantaneously at the speed of light. Their effects range from temporary dis-
ruption to permanent damage, yet they are notoriously difficult to detect
and attribute. Electronic (or electromagnetic) attacks, including jamming
and spoofing, interfere with satellite communications by either blocking le-
gitimate signals or injecting false ones. Although generally reversible, these
methods can significantly impair the reliability of command, control, and
navigation systems. Cyberattacks, targeting digital networks and data infra-
structures, represent another critical threat vector. They can infiltrate satel-
lites, ground stations, or user terminals to disrupt services, steal information,
or manipulate functions. Despite their relatively low cost, cyberattacks can
cause significant operational and strategic harm while remaining difficult to
trace.”

Beyond direct attacks, the intentional creation of space debris is increas-
ingly recognized as one of the most indiscriminate and enduring threats to all
space activities. Unlike accidental debris, deliberate fragmentation events—
often resulting from kinetic testing—generate long-lasting hazards. The Eu-

' Ibid, p. 4.
2 Ibid, p. 5.
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ropean Space Agency estimates that more than 36,500 fragments exceed ten
centimetres, one million range between one and ten centimetres, and 130
million measure between one millimetre and one centimetre, posing contin-
uous collision risks.! Depending on orbital altitude, such debris can persist
for decades or even centuries.

States have also identified harmful interference through electronic, cyber,
or other non-kinetic means as a major challenge to maintaining operational
stability in orbit. Furthermore, the proliferation of dual-use and dual-pur-
pose objects—systems designed for civilian or scientific purposes but capable
of serving military or intelligence functions—has amplified concerns about
transparency and trust among spacefaring nations. This duality complicates
verification processes and fuels strategic ambiguity, heightening the poten-
tial for misunderstanding and escalation in outer space.”

Types of Counterspace Weapons

The classification of counterspace weapons is closely linked to the types of
counterspace technologies described previously, reflecting the methods, ef-
fects, and operational domains through which space systems can be targeted.
Table 2 presents a structured overview of the principal weapon categories,
their modes of operation, and their operational characteristics.?

European Space Agency. (2022, August 11). “Space debris by the numbers”, hteps://www.esa.
int/Space_Safety/Space_Debris/Space_debris_by_the_numbers, accessed 29.10.2025.

%2 United Nations General Assembly. (2022, September 12). A/AC.294/2022/WEI6, p. 6.

> Clayton Swope, Kari A. Bingen, Makena Young, & Kendra Lafave. (2025). Space Threat
Assessment  2025. Whashington: CSIS, https://www.csis.org/analysis/space-threat-assess-
ment-2025, accessed 29.10.2025.
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This classification illustrates several critical aspects of counterspace op-
erations:-Kinetic weapons, including terrestrial infrastructure attacks and
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AU-18: Space primer (pp. 273-282). Maxwell AFB, AL: Air University Press, p. 273.



